@Thetius

LIFECYC L '
DILEMMA

Navigating cybersecurity risks
across designing, constructing
and operating a vessel

§3 CYBEROWL

a DNV company

TITTHID

Fiona Macdonald




CONTENTS

FOREWORD 4
EXECUTIVE SUMMARY 6
INTRODUCTION 8
SURVEY RESULTS 10
DESIGNING A CYBER-SECURE VESSEL 12
Connectivity demands a new approach to cybersecurity management 12
Understanding contractual requirements 16
The limited availability of secure-by-design products 18
The failure to bake cybersecurity into the design phase 19
Mistaking security as a one-off activity 21
Cyber-related design choices and their operational implications 22
CONSTRUCTING A CYBER-SECURE VESSEL 24
Ambiguity around responsibility 24
Assessing cybersecurity during handover from shipyard to shipowner 25
Finding and integrating today’s solutions for tomorrow’s challenges 26
Disparity between OEMs complicates system integrations 27
Legacy systems are often incompatible with modern cyber protections 27
OPERATING AND MAINTAINING A CYBER-SECURE VESSEL 29
The costs and consequences of managing decisions made at the design stage 29
Establishing practical controls for existing vessels 30
The black box nature of OEMs 32
The failure to prepare crew for real-life scenarios 34
The need to sharpen attack response 36
Getting insured: The complexity of insurance policies and exclusions 37
CONNECTING THE DOTS 40
Recommendations 44
ADDITIONAL NOTES 56
REFERENCES 56

118641: warning [p 269, 7.511]
ne |

2017 :

ap|
| 2017: apps
trix.1000.

Kekkokooes
KKDDOoooo0
KKDOOOOBKK
KB0D0000KK
KakBoookek

| KKBDOOBODO

§ | KKDOOOOOKK

[ |KKBOBBEes

| | KKDOBOSBOO
N b|kxDeoecoek

¢ A > kkkkkkkkkk

At 184.7 ¥

unreachable

) &:0Ut Cf

Copyright © Thetius, Holman Fenwick
Willan LLP and CyberOwl Ltd 2025




Lx "' zuzuzuza

A 13‘49 Thu Har lﬂ 11:44:50 | Bdct 20 65 78
T ..-..la-n 1l b all: e ZH 2‘0 20 28
e 28 28 2
irt : d 1344! Thu Mar 16 11:44; :l a 3: 28 70
Ire: ; rt ,-'w ,'nruhf usr htn :u 6d 63 64 B
: rlh zu n5 n: 1]
rt (p \d 18488) The @1’ al26 20 20 e
Nali | ir pld 18484, { he%lu 36 HFW %CYBEROWL
|iﬂ zu Zﬂ ?n e a DNV company
irt (pld 18485) Thu Mar 18 111 14 59 20 o
utable: fusr/binfematrix (command 2u 2d 28
Al ")

T Desig‘ﬁ"i’n'q a cyber-secure

YODOKKKKKKKEKKKKKKKKK
IBOBKKEKKEKKKKEKKKKK
(KKK KKKKEKRKKEKKKK K

wans: V@SSE[ 1S N0 longer a choice

CKEKKKKKKKKEKKE 00000k
DKKKKKEKKEKKKK KKK
CKKKKEKKKKKKKKKEKKKK

wsscsnsenennsos [) [T 0 Necessity. Cybersecurity

S - cannot be an afterthought,

" added in response to threats
as they emerge. Instead, it
must be integrated from the
qutset ensuring that vessels

e-by-design rather

g on costly and

'(':o'mlplex retrofits later.




©Thetius

FOREWORD

BY GUY PLATTEN,
CHAMBER OF SHIPPING

he shipping industry is continuously

evolving and so too are cyber
threats. Increasing connectivity,
digitalisation, and a drive for efficiency
and sustainability have reshaped how
ships are designed, built, and operated.
Yet, this growing reliance on digital
systems has brought new vulnerabilities,
exposing vessels to a new level of cyber
threats. As cyber risks continue to
evolve, the industry must take proactive
steps to embed cybersecurity into
every stage of a vessel’s lifecycle.

SECRETARY GENERAL, INTERNATIONAL

Designing a cyber-secure vessel is

no longer a choice but a necessity.
Cybersecurity cannot be an afterthought.
Instead, it must be integrated from

the outset, ensuring that vessels are
secure-by-design rather than relying

on costly and complex retrofits later.
This requires a shift in mindset from all
stakeholders, particularly shipowners,
shipyards, OEMs, and regulators who
must collaborate to build cyber resilience
into every layer of a vessel’s architecture.

Regulatory developments are now
driving this shift. The introduction
of the International Association

of Classification Societies (IACS)
Unified Requirements E26 and E27
marks a step forward in establishing
clear cybersecurity standards for
newbuilds and onboard systems.

Cybersecurity cannot be
an afterthought, added in
response to threats as they
emerge. Instead, it must be
integrated from the outset,
ensuring that vessels are
secure-by-design rather

than relying on costly and
complex retrofits later.
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The industry must
move beyond a ‘box-
ticking’ approach and
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invest in ongoing cyber
resilience strategies.
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While these regulations provide much-
needed guidance, they also present

»

challenges. Many shipyards lack in- s !
house expertise, OEMs operate with "
varying cybersecurity maturity levels,
and shipowners often struggle to assess
compliance when taking delivery of a

vessel. In fact, this research shows that Th iS report prOVides a

only 1 in 6 shipowners understand what detailed examination Of

a cyber-secure vessel looks like when hOW StakehOIders GpprOGCh
This highlights a gap between regulatory Cybersecu”ty i V€SS€’ _deS’gn’
awareness and practical implementation. where Cha”enges remain
Shipowners must ensure they have the du”'ng Construction and

right expertise in place, engage with

shipyards early in the design phase, What StepS must be taken

and demand accountability from OEMs. thro ughout the operational

A failure to do so risks leaving vessels Ilfetlme Of the VeSSBI

exposed to cyber threats that could
disrupt operations, cause financial

completing handover from the shipyard.

losses or impact vessel safety.

This report provides a detailed
examination of how stakeholders
approach cybersecurity in vessel
design, the challenges that persist
during construction, and the necessary
steps to ensure security throughout
the vessel’s operational lifetime. By
embracing a whole-lifecycle approach,

However, the industry must move
beyond treating cybersecurity as a
one-off, ‘box-ticking’ exercise and
instead invest in ongoing cyber
resilience strategies. This includes
improving transparency around OEM
cyber risks, enhancing crew training

through real-life scenario drills, and ..
the maritime sector can reduce

vulnerabilities, enhance operational
security, and build a more resilient
fleet prepared for the digital future.

establishing clear lines of responsibility,
especially during a cyber incident.
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EXECUTIVE
SUMMARY

O nly 1 in 6 shipowners
understand what a cyber-

secure vessel should look like

upon delivery, while just 17% of

shipyards feel confident in their

in-house cybersecurity expertise.
This is one of the key findings

of the latest research conducted

by Thetius in collaboration

with CyberOwl and HFW.

The maritime industry is facing increasing

exposure to critical vulnerabilities.

Cybercriminals have evolved into While the industry

organised, financially motivated g

groups, leveraging ransomware, data reCO.gnlseS the need

breaches, and system hijacking to for ’nvestment, many

exploit operational weaknesses. Sta keh 0 Ide rs rema ”n

However, uncertainty around roles and uncertain about where to
ibilities f . I : .

responsibilities for managing vesse start or who is reSpOHSIbIe.

cybersecurity across its lifecycle makes
it difficult to deal with this challenge.
Regulatory gaps further complicate the
issue, with the new UR E26 requirement
applying only to newbuilds from 1st
July 2024, leaving retrofitted vessels
without clear cybersecurity standards.

This leaves shipowners scrambling to
catch up later down the line. This is
largely due to the lack of cybersecurity
experts involved in designing newbuild

While the industry recognises the need ships. According to our research, only
for investment, many stakeholders 32% of shipowners include cybersecurity
remain uncertain about where to start in their newbuild teams, and many

or who is responsible. Cybersecurity smaller companies assign cyber

is often overlooked in vessel design responsibilities to whoever is available.
with exciting new technologies This approach results in cybersecurity
prioritised over foundational work. being managed as an IT issue rather than

an integral part of vessel operations.
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This report suggests that
embedding cybersecurity

in vessel design is essential
to prevent costly retrofits
during a vessel’s operation.

Once operational, many organisations
assume they have effective response
plans, but in practice, these plans

fail under real-world conditions.
There is a lack of continuous visibility
of the risks, hampering decisions

on response. Training remains too
theoretical, leaving crews unprepared
for managing cyber incidents. Poor
cyber response can ultimately affect
the success of an insurance claim.

Maritime vessels rely on
beSpOke Systems’ Where This report suggests‘that E?é and E27
minor differences between present an opportunity to improve

cyber resilience across the fleet,

OEM dGSignS create not just for newbuilds. Making the
1 1Fi : ight choi duri | design,
SlgnlflCant Securlty gaps. right choices during vessel design

ensures controls are practical and
realistic during the operation of a
vessel. Good decisions prevent costly
retrofits whilst accepting risks evolve
across the 25+ lifespan of a vessel.

OEMs and shipowners also face
challenges in integrating adaptable

systems during vessel construction, Transparency, data sharing and a

leaving security gaps. Maritime vessels clear understanding of cybersecurity

rely on bespoke systems, where minor responsibilities across the vessel lifecycle
differences between OEM designs is key to proactive risk management
create significant security gaps. and long-term operational security.

Although shipowners request proof of
risk management, only 10% of OEMs
embed security-by-design in new
systems, according to our research.
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INTRODUCTION

\Y

aritime cybersecurity isn’'t a one-
time fix but a continuous challenge

spanning the entire lifecycle of a vessel.
Shipowners, charterers, shipyards, OEMs,

crew, and insurers each play a role, but gaps

in responsibility create vulnerabilities.

Who is accountable for
cybersecurity at different
stages of a vessel’s lifecycle?
And how can stakeholders work
together to embed resilience
from design to daily operations?

This report, produced by
Thetius, CyberOwl, and HFW,
reveals a shifting cybersecurity
landscape. In 2023, 14% of
shipping stakeholders admitted
to paying ransoms, with an
average cost of USD $3.2M.1
This year, ransom payments
have dropped. Only 7% admit
to paying a cybercriminal,

with most of those payments
being under USD $100K. While
this shift is promising, new
challenges are emerging.

One of the biggest concerns

is the inconsistent application
of cybersecurity standards
across a vessel’s lifecycle. The
International Association of
Classification Societies (IACS)
Unified Requirements E26 and
E27 establish cybersecurity
standards for newbuilds, but do
not apply to existing vessels.
This means that while some
shipowners embed cybersecurity
into the design phase, others

do not. This lack of uniformity
forces shipowners to manage a
patchwork of security postures,
increasing cyber risk exposure.

Further complicating matters

is the finding that only 17%

of shipyards have in-house
cybersecurity expertise, and just 1
in 6 shipowners fully understand
what a cyber-secure vessel
should look like at delivery. While
shipyards expect shipowners to
set cybersecurity requirements,
many shipowners lack clear
guidance, creating uncertainty
during vessel handovers.

The challenges extend into
construction and operation of
a vessel. Original Equipment
Manufacturers (OEMs) and
shipowners must build systems
that balance security with
adaptability. Older systems
that were designed before
cybersecurity was a priority
will realistically remain on
vessels for a long time. So it is
critical that there is a shared
understanding, continuous
visibility of the risks posed by
these systems and a practical,
collaborative response plan
should they come under attack.

1 Thetius, CyberOwl, and HFW (Oct, 2023) Shifting tides, rising ransoms and critical decisions

A vessel’s cybersecurity
is only as strong as

the relationships
across its supply chain.
Cybersecurity is not

just an IT issue but an
aspect fundamental
to a vessel’s
seaworthiness and
operational resilience.

OEM s often function as “black
boxes,” providing shipowners
with little visibility into system
vulnerabilities and security
measures. Crew training is
another weak link, as many
seafarers rely on desk-based
exercises that fail to prepare them

for real-world cyber scenarios.

A vessel's cybersecurity is only as
strong as the relationships across
its supply chain. Cybersecurity

is not just an IT issue but an
aspect fundamental to a vessel’s
seaworthiness and operational
resilience. Without early
collaboration and clearly defined
responsibilities in a vessel’s
design phase, stakeholders risk
falling behind. This can lead

to greater exposure to cyber
threats and costly retrofits.
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This report highlights the need
for a lifecycle-wide approach
to cybersecurity, embedding
security measures from

design to daily operations.

It examines key challenges,
regulatory impacts, and the
roles of different stakeholders
across the vessel lifecycle.

This report answers the
following questions and provides
insights, recommendations,

and practical steps to

help the industry enhance
cybersecurity resilience:

& (299 g
=z| o
O =

What is the current state
of maritime cybersecurity?

How are new regulations
shaping cybersecurity
requirements?

What are the challenges
in designing, constructing,
and operating a cyber-
secure vessel?

How do key stakeholders
contribute at each stage
of a vessel’s lifecycle?

How can stakeholders
prioritise cybersecurity
and collaborate to address
present and future threats?

This report highlights
the need for a
lifecycle-wide approach
to cybersecurity,
embedding security

measures from design
to daily operations.

CONSTRUCT

OPERATE

Ensuring security decisions
at design are practically
maintainable in operations,
and flexible to changes.

Selecting systems that are
secure-by-design where
possible. Ensuring access is
provided to gain regular or
continuous visibility of the
cyber risks so mitigations
can be implemented.

Gaining assurance that the
shipyard has cybersecurity
expertise, either in-house or
with their external partners.

} Gaining practical and
contractual certainty of the
roles and responsibilities
for cybersecurity
during construction.

} Ensuring cybersecurity
controls are implemented
as designed.

} Getting a proper
understanding of
cybersecurity controls and
their limitations at vessel

handover from the shipyard.

} Working towards

harmonisation of
cybersecurity approaches
between newbuilds

and existing vessels.

Establishing visibility of cyber
risks of onboard systems
throughout the vessel lifetime
and access to OEM support
in the case of an incident.

Ensuring processes are in
place to handle changes
to systems that could
affect cyber risk.



©Thetius

INSURERS \

// SHIPOWNERS
A

43%

SHIPYARDS

—16%

OEMs

O/ of OEMs say their systems have been
(o under a cyber attack within the last

12 months.

5% CHARTERERS

50% LESS RANSOMS...

7% of survey participants admit to
paying a ransom following a cyber
attack. In 2023, nearly 14% admitted
to paying a ransom.

... 32X REDUCTION IN COST

The average cost of a ransom payment is now less
than USD $100K. In 2023 it was USD $3.2m.

The majority of participants
say their organisation takes
cybersecurity seriously but
more could be done.

5 5 % of shipowners believe their organisation
takes cybersecurity seriously and

36% say it’s clear it’s a top priority.

Shipowners
Charterers

7%
Shipyards

56% I -
Crew

27% 18%

It's clear Cybersecurity is Cybersecurity

is a low priority
and a lot more

cybersecurity is taken seriously

a top priority but more could

be done could be done

I don’t know

O/ of shipowners are planning newbuilds
(0 within the next 24 months. 38%
expect to implement a harmonised

cybersecurity strategy, and 62% either anticipate different
approaches or have yet to decide.

o . .
32 /o of shipowners currently include

cybersecurity in their newbuild teams.

2 7% of shipowners rate their investment and
focus on cybersecurity as high or very high

during the design stage.
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For new vessels, designing a secure network
is much simpler because it's a blank slate.
The challenge is retrofitting security onto

existing vessels.
33% 17%

Annually . Quarterly . As and when Less than
or more needed once per year

O/ of crew feel
o shipowners know what to look for in (o) f f
,n : i underprepared to
terms of cybersecurity when taking .
. . navigate current
delivery of a vessel from a shipyard. .
cybersecurity challenges.

o . .
70 /o of crew feel that training could be

improved with exercises and drills.
O/ feel they have adequate in-house
(0 cybersecurity expertise to design and . L .
construct a cyber-secure vessel. Even as a security specialist, | sometimes

struggle to spot sophisticated phishing
emails. The issue is not the crew, it’s the
lack of security measures to block these
threats before they reach them.

4 6 % are concerned or highly concerned about
possessing the knowledge and skills required

to design and construct a cyber-secure vessel.

2 9 % work directly with shipowners and crew to
develop and implement security protocols.

O/ of shipowners and 67% of crew
% are concerned about the cost of ensuring the o say they understand what actions

67 systems they supply are secure-by-design. would be required of them during a

cybersecurity incident.
62 %are concerned about proving to shipowners
that the systems are secure-by-design.

O/ of insurers ask
(0] shipowners to
demonstrate

52 % of shipowners rate their focus and real-time monitoring and incident

investment on cybersecurity as high or response capabilities.

very high during the operational phase of a vessel.

o . .
5 6 /o of insurers believe the speed of an

shipowner's response has a significant

3 3 % of charterers say that cybersecurity

requirements form part of their impact on the success of a claim.

charterparty agreements.
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DESIGNING A
CYBER-SECURE VESSEL

Avessel that is cyber-secure by design
requires embedding cybersecurity
requirements into the architecture of
the vessel and its systems at the earliest
stage. All stakeholders involved in

the delivery of a vessel must consider
cybersecurity during the design phase.

This ensures potential risks are

addressed at the beginning of the . .
vessel’s lifecycle, and avoids costly Whlle thlS new Ievel Of

retrofits at a later stage. The following conn ectivity provides more
examines how sta'keholders currently efficient comm UﬂiCGtiOﬂ
approach the design of a cyber-secure

vessel and the challenges they face. between Shlp and shore
for more streamlined

CONNECTIVITY ship operations, it also
DEMANDS A NEW widens the opportunity for
APPROACH TO cybercriminals to infiltrate
CYBERSECURITY system vulnerabilities.
MANAGEMENT

The global shipping industry is

increasingly reliant on high-speed These new challenges have driven the
networks and almost instant International Association of Classification
communication. In addition, the push Societies (IACS) to implement a new

to decarbonise has resulted in the approach to cybersecurity management.
adoption of multi-fuel vessels, which No longer are the existing baseline
require greater connectivity. While standards defined by the Unified

this new level of connectivity provides Requirements (UR) enough. There is now
more efficient communication between a need for additional controls to ensure
ship and shore for more streamlined robust cybersecurity. This has led to

ship operations, it also widens the the introduction of UR E26 and E27.

opportunity for cybercriminals to
infiltrate system vulnerabilities.
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WHAT ARE E26 AND E27?

E26 governs system integration and

sets out maintenance requirements

for shipowners. Its primary goal is

to support maritime organisations in
creating and sustaining a secure onboard
environment by implementing a robust
cyber risk management framework.? E26
applies only to newbuilds from the 1st
of July, 2024. This has raised concerns
as many vessels are being retrofitted

and therefore do not fall under this
regulation. This leaves a significant
portion of the global fleet without clear
minimum cybersecurity requirements.?

REQUIREMENTS

Shipyards, integrators

and shipowners

E26 sets out the requirements
for designing, constructing
and then operating and
maintaining a cyber-secure
vessel. Decisions made during

E27 supports OEMs in enhancing

their cyber resilience by assessing and
improving onboard operational systems
and equipment.* System manufacturers
must provide certification to prove
that their products and solutions
comply with the requirement. It is
important to note that the mechanism
for complying with E26 and E27
requires a party to follow the specific
rules of a chosen class society. While
this has been harmonised to some
degree through IACS, it still requires
navigating the specific requirements

of the rules of that class in order to
receive certification, which comes in the
form of a notation or type approval.

Original equipment
manufacturers (OEMs)

E27 impacts component
manufacturers who must
prove that their products
and solutions comply
with the requirement.>

design and implementation

during construction have direct
implications throughout the vessel
lifecycle through annual audits.

A WN

Inmarsat (Jun, 2024) Maritime cybersecurity beyond compliance: IACS unified requirements E26 and E27
Wirtsila (Aug, 2023) Shape up your vessel’s maritime cybersecurity with these 8 clever tips
Inmarsat (Jun, 2024) Maritime cybersecurity beyond compliance: IACS unified requirements E26 and E27

Wiartsila (Aug, 2023) Shape up your vessel’s maritime cybersecurity with these 8 clever tips
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"The lack of harmonisation across maritime
cybersecurity regulations, guidelines, and
standards is biting us now. Every year, we
add more requirements, but they’re not
aligned in the details, and it’s becoming

a nightmare for the industry and creating

an unsustainable model for the future.”

Scott Dickerson, Global Maritime Cybersecurity Consortium
Director and CISO LLC Founder & Principal.

want E26 certification for newbuilds,
but not all class societies, shipyards,
and integrators have a clear strategy or
process for effectively implementing it at

WHY PAY ATTENTION TO THESE scale, making compliance challenging.

NEW REQUIREMENTS? Both shipowners and shipyards who
The requirements enhance spoke with us or participated in our
shipboard network visibility by survey revealed that they lack clarity
consolidating scattered regulations on E26 compliance. Shipyards must
into a unified framework. develop and document a secure

architecture that provides a strong
foundation for cyber-secure operation
over the lifetime of the vessel.® However,
only 17% of shipyards feel they have
adequate in-house cybersecurity
expertise. The remaining 83% end

up relying on shipowners or class
societies for cybersecurity guidance.

A key benefit of the URs is that they will
assign responsibility for cybersecurity
to all relevant stakeholders, ensuring
shared accountability. Providing clarity
on the responsibilities of cybersecurity
aims to help different stakeholders
better understand and manage the
cybersecurity risks associated with
interconnected systems onboard
vessels. One shipowner we spoke with
said, “Ultimately, these regulations will

force harmonisation across OEMs and Only 1 7% Of Shipyards feel
yards, which is a huge step forward. they have adequate in-house

At least shipowners will be able to
expect some level of documentation.”

cybersecurity expertise.

However, the benefits will take time to
materialise due to the long operational
lifespan of vessels. One shipowner
shared his perspective: “Regulators

6 DNV (Oct, 2023) Building strong cybersecurity into ship design
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ARE STAKEHOLDERS AWARE
OF THE NEW CLASS RULES
AROUND CYBERSECURITY?

According to our survey, there is a mixed
understanding of the new cybersecurity
requirements and what they mean.

Our findings suggest that achieving the
outcomes of E26 will be challenging. This
is largely to do with the fact that the
organisations responsible for compliance
have low awareness. Furthermore,
shipowners with a better understanding
of the requirements must take greater
responsibility and collaborate more
closely with shipyards and OEMs.

Thetius - CyberOwl - HFW | The Lifecyle Dilemma 15

According to our

survey, there is a mixed
understanding of the new
cybersecurity requirements
and what they mean.

AWARENESS OF NEW CLASS RULES

SHIP

Are highly aware and
understand what the
new class rules around
cybersecurity mean.

OWNERS 56%

43%

27"

MEDIUM

They have heard They are unaware
about them but do not of the new rules.
understand them fully.
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THE RETROFIT CONUNDRUM:
WHAT HAPPENS IF YOU'RE NOT
PLANNING NEWBUILDS?

There are wider implications for E26 that
a shipowner needs to plan for. Adopting
E26 only for newbuilds while ignoring the
rest of the fleet could give rise to hidden
costs for the entire lifespan of the fleet.

Shipowners now face the challenge of
deciding whether to apply E26 to all ships
in their fleet or manage dual systems.
However, since compliance requires
global policies and not just vessel-specific
ones, applying different cybersecurity
processes to different ships adds
complexity, training costs, and may lead
to confusion. In the long run, it is likely

to be cheaper and simpler to standardise

UNDERSTANDING
CONTRACTUAL
REQUIREMENTS

The introduction of E26 has made
cyber-resilience at the design stage

an essential factor in a vessel’s
seaworthiness. However, according to
global law firm Holman Fenwick & Willan
(HFW), issues arising out of E26 and
E27 are not making it into the contracts
of newbuilds. This means that either
shipyards are dealing with the issues
during the building phase and/or the
rules are not being implemented yet.

The introduction of E26 has

cybersecurity measures fleet-wide.

It's also important to note that
implementing the regulation is about
more than compliance. E26 seeks to
improve resilience across mission-
critical systems and mitigate the risks of
breaches that could result in navigational
concerns, operational shutdowns, or
ransom attacks. Furthermore, because
E27 ensures that third-party equipment
suppliers and system integrators
incorporate robust security measures,’ it
improves cybersecurity across the supply
chain. For the shipowner, this simplifies
a constructive dialogue with OEMs
about how to achieve improved security
of OT systems, which are currently
treated as opaque "black boxes". Rather
than treating it as a newbuild-only
requirement, shipowners should use

E26 as a fleet-wide benchmark for
simpler audits, predictable compliance,
and raising the minimum security
standard across the fleet. Implementing
E26 also demonstrates a shipowner’s
commitment to cybersecurity, reinforcing
trust with customers, insurers,

regulators and other stakeholders.®

made cyber resilience an
essential factor in a vessel's
seaworthiness, starting
at the design phase.

400 {nam 5)
WA 11800

7 IACS (accessed Jan, 2025) IACS adopts new requirements on cyber safety

8 CyberOwl (Apr, 2024) I'm not planning newbuilds. Why should | care about IACS UR E26?
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DEFINING VESSEL
SEAWORTHINESS

Charterparty agreements obligate
shipowners to deliver a seaworthy

The cost of making a vessel
secure-by-design primarily
falls on the shipowner.
While charterers typically
do not bear upfront costs,

vessel. This requirement is absolute,
meaning that once the vessel is handed
over to the charterer, the shipowner is
typically held liable for any breach of

they may absorb part
of the expense through
higher charter rates.

this obligation, regardless of fault.?

Failure to comply with E26 means that
shipowners could be exposed to claims
of unseaworthiness from charterers and
cargo interests. In addition, if a vessel

is not E26 compliant, classification

WHO BEARS THE COST OF A

societies may refuse to sign off the

vessel,'° which would affect its ability
to trade. It may also impact the
vessel’s ability to obtain insurance.

Shipowners must ensure their vessel is
seaworthy, which may include meeting
E26 standards (depending on the terms
agreed in the charterparty). Charterers
should ask for proof of E26 compliance
in charterparty negotiations and include
clauses that hold shipowners liable if

non-compliance results in financial loss.

Failure to comply with E26
means that shipowners
could be exposed to
claims of unseaworthiness
from charterers and

cargo interests.

9 West P&l (accessed Feb, 2025) Clause paramount in a nutshell

MORE EXPENSIVE SECURE-BY-
DESIGN VESSEL?

The cost of making a vessel secure-by-
design primarily falls on the shipowner.
While charterers typically do not bear
upfront costs, they may absorb part of
the expense through higher charter rates.
If they ask for specific cybersecurity
provisions, this may also cost more.

If shipyards integrate cybersecurity
features into newbuilds, their costs

will increase. There is a risk that
shipyards will opt for simpler, lower-cost
architectures, This results in inevitable
retrofits and upgrades, increasing the
whole-life cost of operating the vessel.

Shipowners should negotiate
contracts carefully to ensure costs
are accounted for at the design stage,
avoiding expensive retrofits later.

10  Ship Technology (Mar, 2024) Cyberattacks: how can maritime address the growing cyber threat?
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The shipyard is the primary
stakeholder responsible

for ensuring that
cybersecurity elements are

defined during the design
phase and implemented
during construction.

WHO ENSURES THAT
CYBERSECURITY ELEMENTS
SPECIFIED IN THE DESIGN
ARE IMPLEMENTED DURING
CONSTRUCTION?

The shipyard is the primary
stakeholder responsible for ensuring
that cybersecurity elements are
defined during the design phase and
implemented during construction.
These are contractual requirements
and are supervised by classification
societies if they fall under class
regulations. The shipowner also has
the right to inspect and oversee
construction to ensure compliance.

WHAT HAPPENS WHEN
CYBERSECURITY
REQUIREMENTS CHANGE MID-
CONSTRUCTION?

If the cyber requirements of a vessel
change mid-construction this would
be handled under the general variation
regime set out in the contract. This, in
most cases, is fairly rudimentary. The
shipowner would bear the additional
cost, and the delivery date might be
extended if there is a delay in delivery
caused by the additional work.

THE LIMITED
AVAILABILITY

OF SECURE-BY-
DESIGN PRODUCTS

Shipowners are increasingly demanding
pre-certified cybersecurity solutions
that shipyards can integrate into
vessel designs. According to our
survey, 79% of shipowners assess and
select OEMs that comply with their
cybersecurity standards. However,
only 38% of OEMs are highly aware
and understand what the new class
requirements mean. This demonstrates
the challenge shipowners face in
obtaining secure-by-design solutions.

Furthermore, the availability of cyber-
secure solutions is still limited, and
challenges remain in ensuring they
meet both regulatory standards and
operational requirements. Shipyards
and OEMs may lack awareness of
certified solutions or opt for cheaper,
uncertified alternatives. Shipowners
must decide at the design stage whether
to mandate pre-certified cyber-secure
equipment or rely on a case-by-case
approval for different systems.

Implementing cybersecurity in

new vessel designs requires close
collaboration between shipyards and
suppliers of software-based control
systems to ensure seamless integration.!!
Collaboration should be a key focus from
the earliest stages. Continuous alignment
throughout a newbuild’s lifecycle is
essential to ensure the verification
testing at vessel commissioning does

not uncover unpleasant surprises.

11 DNV (accessed Feb, 2025) Strengthening maritime cybersecurity in modern vessel design and supply
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Survey findings confirm

that most shipowners invest
more in cybersecurity during
operations than in the design
stage. A major factor is the
lack of in-house expertise.
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THE FAILURE

TO BAKE
CYBERSECURITY
INTO THE DESIGN
PHASE

Despite all the requirements, this
research reveals that shipowners
rarely incorporate cybersecurity

into the design phase of newbuilds.
Independent Consultant Rachael
Bardoe told us, “Cybersecurity is often
an afterthought. Companies focus on
aesthetics and power requirements
but neglect cybersecurity in their
initial specifications. Basic practices
like user and factory acceptance
testing are often overlooked.”

Survey findings confirm this trend,
suggesting that most shipowners invest
more in cybersecurity during operations
than in the design stage. One shipping
company we spoke with reported

that cybersecurity budgets were only
approved after noticing high-profile
attacks elsewhere. A major factor is

the lack of in-house expertise. While

IT teams understand cyber risks, they
often lack the authority to advocate
for strategic solutions or secure
budgets to address cybersecurity at the
design phase. Historically, newbuild
teams have excluded cyber experts,

and only 32% of shipowners
currently include cybersecurity
in their newbuild teams.

George McCarthy, Security Advisor,

ICT & Marine Electronics Business
Department at MOL Techno-Trade said
that this approach is often down to the
fact that security is expensive, and many
companies won't allocate the budget
unless they've already been hit by an
attack. “In the past, | have had executives
ask me, ‘How much money can we make
if we implement this solution?’ But
cybersecurity is first and foremost a
cost, not a revenue driver,” he told us.

“Many smaller companies appoint
someone as the ‘cyber person’ without
proper expertise,” Matti Suominen,
Director of Maritime Cybersecurity
at Wartsila explained. “Responsibility
often falls to someone available, like
an electrical engineer, simply because
they handle electricity.” Bardoe added
that cybersecurity is frequently

siloed within IT with minimal input
from shipping operations, leading to
misaligned objectives and a failure to
address critical threats during design.

The question many shipowners face
is, “Do we teach a maritime expert
cybersecurity, or train a cyber expert
in maritime operations? Both are
difficult,” Suominen told us. Hiring
specialised experts is often cost-
prohibitive, so companies appoint
CIOs to oversee cyber operations,
but this can worsen issues.
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“The necessary foundational
work ends up coming
second, like keeping
patching up to date or
segmenting networks, in

favour of installing the latest
exciting new technology.”

Independent Consultant Rachael Bardoe.

STRATEGIES FAIL TO ACCOUNT
FOR OPERATIONAL REALITIES

Misalignment between IT and OT
security means that while cybersecurity
strategies are introduced, they are
often impractical to implement.
Cybersecurity design choices may be
well-intentioned but fail to account for
the operational realities of shipowners
and crews, making compliance difficult.

One shipowner we spoke with explained,
"Many OT systems on vessels are not
designed with cybersecurity in mind.
Manufacturers prioritise physical
functionality and often resist later
modifications, as these could disrupt
core operations. As a result, security is
either inadequately addressed during
the design phase or overlooked entirely."
This makes implementing cybersecurity
measures once the vessel is in operation
significantly more challenging.

Furthermore, strategies often assume
seamless collaboration between

IT and OT but in reality, there is a
communication gap. Overcoming this
requires requires getting the right
combination of skills to consider security
design as early as possible. It needs
active efforts to bridge the understanding
between IT teams and OT teams.

Another factor to be aware of is that
cybersecurity technologies are deployed
but do not function effectively in vessel

environments. Some solutions are not
designed for the unique constraints of
maritime operations, including limited
connectivity, obsolescence, physical
access challenges and the lifetime cost
of maintaining these technologies.

This means that despite the
implementation of cybersecurity
solutions, poor strategy leads to
challenges in maintaining effective
cyber risk management. In turn, this
causes critical cyber risks to fall into
the cracks and go unaddressed.
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MISTAKING
SECURITY AS A
ONE-OFF ACTIVITY

One issue that came to light during
the interview phase was that shipping
companies often mistake cybersecurity
for a one-time effort - 'protect

once, secure forever.' As a result,

they overlook the need to integrate
detection, response, and recovery into
vessel system design. “The necessary
foundational work ends up coming
second, like keeping patching up

to date or segmenting networks, in
favour of installing the latest exciting
new technology,” Rachael Bardoe, an
Independent Consultant, told us.

The impact of this is that it forces
companies to retrospectively configure
systems to enable resilience. This
includes examples like segmenting
networks or deploying sensors for
security detection after systems have
been integrated and configured and

Shlppmg Companies Often adding extra processes as workarounds.
miStake Cybersecurity fOf a This is both tlme-c‘onsumlng ?nd costly

when compared with embracing a
one-time effort = 'protect security-by-design approach. It also
once, secure forever.' AS a tends to result in ships ending up with

incomplete and inconsistent security
reSUIt’ they OverIOOk the measures, which leaves the vessel
need to integrate detection’ further exposed to a cyber attack.
response, and recovery

into vessel system design.
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CYBER-RELATED
DESIGN CHOICES
AND THEIR
OPERATIONAL
IMPLICATIONS

Cybersecurity decisions should be
made early in the design process, as
post-design modifications are often
limited and may lead to operational
challenges. The table below examines
some key decisions that should be
made at the design stage of a vessel
and their operational implications.

NETWORK SEGMENTATION AND VISIBILITY

Decide whether to implement
segmented networks for IT, OT and
crew and guest systems to prevent
cyber intrusions from spreading.

Decide whether to isolate critical systems
such as engine controls from non-
essential internet-connected networks,
including non-critical OT networks.

Decide whether to enable "network
monitoring-by-design" to make it easier to
gain visibility of unintended bridging across
segments throughout the vessel lifecycle.

Lack of segmentation and isolation
allows cyber threats to spread across
systems, increasing operational risks.

Retrofitting network segmentation
later is costly and disruptive.

Lack of network monitoring risks
inability to identify changes to network
segments over time due to retrofits,
workarounds or human error.

SELECTING SECURE-BY-DESIGN EQUIPMENT

Decide whether to select off-the-
shelf cybersecurity-certified OT/

IT systems that meet E26 and/or E27
requirements or whether to rely on
customised or legacy systems.

Decide whether to ask OEMs to provide
cybersecurity documentation and
update plans for onboard systems.

Secure-by-design equipment reduces
the need for costly retrofits to comply
with emerging cyber regulations.

Reviewing the documentation helps
provide understanding and assurance
that cyber risks can be managed during
operations and ongoing support and
security updates will be made available.
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REMOTE ACCESS AND MONITORING

Decide whether to allow remote Poorly secured remote access
access to vessel systems for OEMs, increases the risk of unauthorised
shipowners, or third-party OEMs. access and system hijacking.

If remote access is needed, decide Insufficient monitoring makes it difficult
how to control provision of remote to detect unexpected or unauthorised
access only to systems required and access in real-time, delaying response.
enable monitoring to gain visibility of
unintended or suspicious access. Retrofitting secure remote access solutions
post-construction is costly and complex.
Decide what security controls are

included in remote access designs.

CLASS NOTATIONS AND COMPLIANCE

Decide what level of engagement you want Non-compliance with E26 may result

and expect from class societies, insurers, in a vessel not being issued with the

and regulatory bodies during design. relevant class certificate and may make
obtaining insurance more challenging.

Shipowners of non-compliant vessels face
higher insurance premiums and difficulty
obtaining cyber insurance coverage.

Compliance from the design phase
makes regulatory audits smoother and
ensures the vessel is future-proofed for

0 E M M A N A G E M E N T upcoming cybersecurity regulations.

Decide on operationally-realistic ways to Unclear OEM responsibilities can lead to
mitigate risks in achieving compliance with disputes and delays in addressing security
E26 and cybersecurity class notations. vulnerabilities during operations.

Decide whether to standardise security Standardised cybersecurity expectations
assessments and require documentation during design ensure better collaboration
on OEM security practices. and long-term risk management.

An OEM that offers continuous support will
ensure that the systems onboard remain reliable,
secure, and compliant throughout the vessel’s
operational life. This could include technical
support, spare parts, maintenance, and updates.
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CONSTRUCTING A
CYBER-SECURE VESSEL

uring the construction of a vessel, secure systems are
D integrated and networks are segregated to prepare the
vessel for operation. Audits and certifications of the vessel’s
systems take place to ensure any vulnerabilities are minimised.
Collaboration between shipyard, shipowner and OEM is critical,
but there are several hurdles to achieving a harmonised and
transparent approach across supply chain stakeholders.

AMBIGUITY

AROUND “Everybody is focused only
RESPONSIBILITY on their area. As owners, we
There is significant ambiguity th’nk, 'Okay, this is what we
surrounding responsibility for have to dO.’ The Shipyard
cybersecurity, particularly during

the transition from vessel design to thmks it’S the responsibility
operation. One shipowner explained, of the OEM and the OEM
“E body is f d onl thei 0 .

YEIYDOEY 15 Toctiver ony on el says it's up to the shipowner.

area. As owners, we think, ‘Okay, this is

what we have to do. The shipyard thinks There’s no holistic way
of managing this.”

it's the responsibility of the OEM and
the OEM says it's up to the shipowner.
There's no holistic way of managing this.

”

This lack of clarity stems from poorly
defined standards, according to a
cybersecurity expert at an OEM. He
noted, “No one is clear about how
each stakeholder should interact or
the responsibilities they have. | can
create the best engine in the world
with advanced cyber features, but
that alone doesn’t help. | still need to
collaborate with the yard, designers,
operators, and other stakeholders, but
these interactions are often ill-defined.”
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ASSESSING
CYBERSECURITY
DURING HANDOVER
FROM SHIPYARD
TO SHIPOWNER

This research found that shipowners
face two critical challenges when
taking delivery of a vessel.

First, they often lack clarity on what to
expect from shipyards regarding their
vessel’s cybersecurity. According to our
survey, only 1 in 6 shipowners know
what to look for. Second, many are
unsure how to assess the cybersecurity
of their OEM systems. Despite OEM
assessments and compliance audits,
they remain uncertain about the key
indicators of robust cyber protection.

At the same time, 64% of shipyards
say they lack understanding on how

to deliver vessels that are secure-by
design. 46% of shipyards admit to
being concerned or highly concerned
about possessing the knowledge

and skills required to design and
construct a secure vessel. One shipyard
representative admitted to being “very
concerned” with their ability to guide
shipowners on E26 compliance.

This has several impacts. The way
ships are being ordered today means
there is a very small window for the
cybersecurity experts within shipowning
companies to modify the plans of the
vessel. One shipowner told us, “Once
a ship is delivered, the shipyard won't
allow you to make changes, and any
modifications outside the agreed
specs come with huge costs. It can be
up to tens of thousands of dollars for
something as small as running a cable.”

This is exacerbated by the current
situation of limited demand and strong
competition for shipyard slots.

“Are we going to invest in
new network security for an
old ship? Or are we just going

to keep outdated firewalls
and hope for the best?”

Combined with the fact shipyards
lack the expertise and heavily rely on
shipowners for cyber guidance, this
makes it doubly difficult to ensure
the right designs are put in place.

Many shipowners lack the expertise
to know what to ask for when it
comes to cybersecurity and other
technical requirements during the
acquisition of a new vessel. Larger,
more mature organisations like cruise
lines are better prepared simply
because they have been dealing with
cybersecurity issues for longer.

Smaller companies often struggle
because they lack resources and
dedicated expertise in cybersecurity.
In some cases, they have no
cybersecurity specialists at all.

This lack of preparedness is more
pronounced across smaller shipping
companies, OEMs, and shipyards.

Only 1 in 6 shipowners
know what a cyber-secure
vessel looks like when

completing handover.
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OEMs and shipowners currently
face the difficult task of building
and implementing systems that

are adaptable to meet evolving
cybersecurity threats.

FINDING AND
INTEGRATING
TODAY'S
SOLUTIONS FOR
TOMORROW'S
CHALLENGES

OEMs and shipowners currently

face the difficult task of building

and implementing systems that are
adaptable to meet evolving cybersecurity
threats. One shipowner told us that

their goal is, “To manage vulnerabilities
with an eye toward future-proofing

them as much as possible.”

According to Allan Nganga, a PhD
researcher at the Western Norway
University of Applied Sciences, the vessel
lifecycle, from its design to construction,
commissioning and operation, is

highly decentralised, often involving
multiple stakeholders at each phase.

"Unfortunately, there has been, for a
long time, a great degree of opacity
when it comes to defining roles and
responsibilities that each of these
stakeholders has in ensuring vessel
cyber resilience," he told us.

“The maritime industry
has many bespoke systems
and minor differences

in design can create
significant vulnerabilities.”

Allan Nganga, PhD researcher, Western
Norway University of Applied Sciences

Standardising designs to allow for
modular upgrades could help to address
this problem. It could provide common
cybersecurity and integration standards
that all OEMs and shipyards could follow.
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DISPARITY
BETWEEN OEMs
COMPLICATES
SYSTEM
INTEGRATIONS

One shipowner we spoke with
highlighted a significant disparity
between leading OEMs and those in

the middle tier. This disparity makes
implementing OT systems of varying
maturity levels especially complex and
risky. He explained, “The concern lies
with mid-tier OEMs who may not have
the same level of expertise, standards, or
readiness. This creates a gap in quality
and effectiveness within the ecosystem.”

System integration, particularly during
the design and construction phases, is
a critical issue. Shipyard participants in
our survey identified system integration
as a major concern. One shipyard noted
the challenges posed by integrating the
shipowner’s cybersecurity management
system for ships (CSMS) with E26
systems. This issue is compounded by
the tendency of many shipowners to
develop in-house cybersecurity solutions,

which can lead to fragmentation.
The resulting lack of standardisation
complicates interoperability between
systems, posing challenges for
charterers, insurers, and partners
who interact with multiple fleets.

“If you want to implement something
like end-to-end encryption, where
everyone needs to follow the same
key management process, good

luck. You're talking to the whole
world,” one OEM remarked.

Older systems assets were
designed and built before
cybersecurity became a key
concern. When built on top

of modern technologies, it
creates a patchwork that
increases the surface area
for cybercriminals to exploit.

LEGACY SYSTEMS
ARE OFTEN
INCOMPATIBLE
WITH MODERN
CYBER
PROTECTIONS

Today, shipping companies often
deploy new systems on top of legacy
ones. Older systems assets were
designed and built before cybersecurity
became a key concern. When built
on top of modern technologies, it
creates a patchwork that increases
the surface area for cybercriminals

to exploit. IT interfaces that are no
longer supported and protected are
still used on vessels today!? and when
integrated with newer systems that
rely on constant connectivity, the
opportunity for a breach is widened.

According to one OEM we spoke with,
shipowners often assume a cybersecurity
solution that works for one vessel will
work for another, but small configuration
differences can introduce vulnerabilities.
Network routing changes, minor
software tweaks, or added hardware

can make identical ships behave
differently, triggering security failures.

12 DNV (Nov, 2024) Maritime cyber priority 2024/2025: Managing cyber risk to enable innovation
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A shipowner we spoke with
acknowledged the difficulties in

implementing major cybersecurity Maintaining operational
upgrades, such as restructuring functionality and improving

networks or implementing full-system

security enhancements. He said this Cybersecurity is a COSt’y
may require a long-term approach and exercise for Shlppmg

necessitate dry-dock periods of over . .
30 days for proper retrofitting, both a Compan’es trymg tO

costly and time-intensive exercise. modernise their operationS.

Furthermore, tensions exist between
OEMs and shipowners regarding
legacy system vulnerabilities and
associated costs. Shipowners expect
OEMs to address these issues, while
OEMs often defer responsibility.
This further complicates the issue

of who is responsible for what
cybersecurity measures at each
stage of a vessel’s lifecycle.

Maintaining operational functionality
and improving cybersecurity is a

costly exercise for shipping companies
trying to modernise their operations.
This may lead to shipping companies
prioritising short-term operational

costs over long-term cybersecurity
investments, leaving systems vulnerable.

Tensions exist between
OEMs and shipowners
regarding legacy system
vulnerabilities and
associated costs. Shipowners
expect OEMs to address
these issues, while OEMs
often defer responsibility.
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OPERATING AND
MAINTAINING A
CYBER-SECURE VESSEL

O nce the vessel is transferred from the shipyard to the shipowner,
the responsibility for maintaining cybersecurity during its operation
falls on the owner of the vessel. However, they are often constrained

by decisions made during the design and construction process.

Operating and maintaining a cyber-
secure vessel requires continuous
monitoring to identify potential
vulnerabilities, threats, and risks specific
to the vessel’s operational environment.
It also involves training crew and

conducting drills to prepare for an attack.

THE COSTS AND
CONSEQUENCES
OF MANAGING
DECISIONS MADE
AT THE DESIGN
STAGE

As shipowners start taking delivery of
newbuilds, an increasing challenge is
managing the cyber-secure operation of
a vessel based on decisions made at the
design stage of the vessel’s lifecycle.

Managing security across mixed
environments is particularly difficult, as
some vessels start to comply with the
latest E26 standards while others do not.
This inconsistency leads to fragmented

cybersecurity measures across fleets.
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38% of shipowners expect
to implement a harmonised
cybersecurity strategy,

62% either anticipate
different approaches or
have yet to decide.

Data from our survey highlights this
issue. While 38% of shipowners expect
to implement a harmonised cybersecurity
strategy, 62% either anticipate different
approaches or have yet to decide. This
lack of uniformity forces shipowners

to manage a patchwork of security
postures, increasing cyber risk exposure.

One issue highlighted by an OEM we
spoke with is that by the time a vessel
becomes operational, small, unnoticed
modifications can lead to major security
risks. These risks often fall on the crew
to manage, yet they may not be equipped
to recognise or address them. This

issue is explored later in the report.

One shipowner we interviewed
noted the importance of maintaining
a strict cybersecurity framework
across all vessels, whether they are
15 years old or brand new. However,
he also said that some exceptions
exist due to equipment differences,
which creates its own challenges.

ESTABLISHING
PRACTICAL
CONTROLS FOR
EXISTING VESSELS

Maintaining a harmonised cybersecurity
framework across newbuilds and
existing vessels will require a pragmatic
approach. Many cybersecurity controls
that are effective at securing office and
enterprise IT systems, and will become
increasingly available on newbuilds with
better infrastructure, are simply not
practical in maritime operations today.
A good example of this is USB control.

According to analysis by CyberOwl,

of the 1,200+ vessel cybersecurity
cases that they addressed during
2024, 60% of incidents are caused

by malware spreading onto vessel
systems. 77% of these malware cases
are spread through USB and removable

media, such as engineers’ laptops.
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BREAKDOWN OF VESSEL
CYBER INCIDENTS IN
2024

REMOTE
3% ACCESS

OTHER

Attempting draconian
controls like physical

USB locks simply
encourages the crew to
find workaround solutions
that still use the USBs.
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MALWARE INCIDENTS
ARE STILL PRIMARILY
DELIVERED VIA USB

12% PHISHING

77* é’j

OTHER

The complete ban of USB usage is
simply not enforceable. USBs, removable
media and visitor laptops remain an
operational necessity and still widely
used in critical day-to-day tasks on
ships. Attempting draconian controls like
physical USB locks simply encourages
the crew to find workarounds

that still involve using USBs.

One shipowner we interviewed proposed
a better approach: implementing

USB blacklisting or whitelisting
solutions. This would forbid the vast
majority of USB data transfers, while
allowing an authorised individual,
such as a first officer responsible for
cybersecurity, to temporarily override
the restriction with a justified reason.
This balanced approach ensures
cybersecurity controls do not get

in the way of vessel operations.
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THE BLACK BOX
NATURE OF OEMS

Many OEMs operate in a black box

nature, which presents significant .
challenges for shipowners in managing
cybersecurity. They often provide
limited transparency about system
vulnerabilities and security measures.
Despite 90% of OEMs surveyed
admitting that shipowners request proof
of satisfactory cyber risk management
procedures, the vessel owners we spoke
with reported that OEMs often withhold
detailed information. Furthermore, only
10% of OEMs confirm they implement
security-by-design principles during the
development process of new systems.
These factors leave shipowners unaware

“Shipping companies are told to audit
their OT systems, but they can’t
because OEMs won't give them access,’
one Information Security Officer at

and vulnerable of potential risks in
critical systems such as navigation,

propulsion, and communications. a shipping company told us. Another

explained, “The biggest bottleneck is the
OT side. Many OEMs cite proprietary
reasons for restricting third-party
access, but without independent audits,
shipowners are left in the dark.”
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This issue persists into the operational
phase. Once warranty periods lapse,
many OEMs see cybersecurity as outside
their responsibility. Vulnerabilities

may go unreported until OEMs have
fully developed solutions, leaving
shipowners exposed to unknown

risks. This catch-22 situation forces
shipowners to rely on systems they
cannot fully assess or secure.

The lack of transparency and
collaboration leads to significant
consequences. Undetected
vulnerabilities jeopardise critical
shipboard functions, while unreported
threats, such as malware or ransomware,
may linger and escalate costs. Crew
members often notice issues but

lack support channels to escalate

them effectively. These delays in
remediation are compounded by the
industry’s failure to adopt standardised
practices or foster collaboration.

Mandating OEMs to report cyber
incidents and vulnerabilities to
shipowners could be a critical step
toward greater accountability. GasLog's
Head of IT, Stelios Sabanis told us, “The
only control we have is to isolate systems
to ensure they don't interact with other
networks unless absolutely necessary.”
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THE FAILURE TO
PREPARE CREW
FOR REAL-LIFE
SCENARIOS

Our research indicates that crew
members are often underprepared for
real-life cyber threats, highlighting

a discrepancy between training

and practical application.

The survey found that 60% of crew feel
they lack the tools and support needed
to address cybersecurity concerns.
This demonstrates a gap in resources
and preparedness to identify and
manage cyber breaches effectively.

Despite these challenges, 79% of
shipowners believe crew should

have more responsibility for cyber
risk management, yet 86% also

agree they need better training and
support. Among crew members,

56% feel they should have more
responsibility, but an overwhelming
93% say they need additional training
to fulfil that role effectively.

“Crew aren’t trained for real-
life scenarios, and many don’t
even recognise a cyberattack
when it happens. For example,
there have been IT events

on ships that were actually
cyber incidents, but they

weren’t identified as such.
The focus needs to be on
ongoing communication and
awareness, not just one-

off desktop exercises.”

Rachael Bardoe, Independent Consultant.

Independent Consultant Rachael
Bardoe reinforced this point. “Crew
aren't trained for real-life scenarios,
and many don’t even recognise a
cyberattack when it happens. For
example, there have been IT events

on ships that were actually cyber
incidents, but they weren't identified

as such. The focus needs to be on
ongoing communication and awareness,
not just one-off desktop exercises.”

The lack of practical cybersecurity
training means crew members are
often blamed for cyberattacks resulting
from actions like opening phishing
emails or using personal devices in

USB ports. These behaviours are
frequently driven by time pressures
or a lack of alternatives. Crew
members often use any available
socket to complete tasks quickly,
prioritising efficiency over security.

One OEM told us, “The crew is trained
to operate the vessel, not handle
complex IT systems. But they're

often left with that responsibility.”
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Scott Dickerson, Global Maritime
Cybersecurity Consortium Director

and CISO LLC Founder & Principal told
Thetius, “There is currently an unrealistic
expectation for ship crews to be able
to manage complex cybersecurity
issues in a manner that we don’t expect
from specialised roles in other critical
infrastructure sectors. For example,

we don't expect frontline healthcare
workers to verify the cybersecurity

of an X-ray machine in a hospital or

to provide incident response to a
ransomware attack, but we expect

ship captains to manage cybersecurity
incidents? That’s just not realistic.”

Another industry stakeholder who
prefers to remain anonymous said, “It’s
almost like there’s an abuse of the crew,
expecting them to handle cybersecurity
without proper tools or training.”

The findings highlight a disconnect.
While shipowners acknowledge the
importance of crew involvement in cyber
risk management, the support systems
necessary to equip them for these
responsibilities remain inadequate.

Interviews with industry stakeholders
found that crews are often required

to operate within frameworks that
prioritise technical compliance over
practical usability. This leaves them
without the necessary tools to manage
risks effectively. Poorly integrated
cybersecurity features can force

crews to rely on their own devices or
workarounds, increasing vulnerabilities.
One shipowner told us that crew
members are more likely to give away
company data than personal data during
an attack. “It's an issue of awareness.
When the questions feel impersonal,
they don’t recognise the risk,” he said.

Interviews with industry
stakeholders found

that crews are often
required to operate within

frameworks that prioritise

technical compliance

over practical usability.

BEYOND DESK-BASED TRAINING

Crew members are often underprepared
for real-life scenarios because their
only support is desktop training.

This training material is one-off and
treated as a checklist requirement,
making it less likely to be retained
when a real incident occurs.

Bridging this gap requires shifting the
focus from one-off training to fostering
a cybersecurity mindset among the crew.
This should also be supplemented by
real-time support during cyber incidents.

One shipowner we spoke with explained
that they conduct surprise cyber drills.
“We include scenarios where malware is
planted on a vessel or simulated phishing
attacks, to see how seriously the crew
reacts. This approach has taught us a

lot about gaps in communication and
preparedness.” The surprise element
catches the crew off guard and improves
retention of the lessons learnt.




@Thetius

Shipowners are starting to understand
the need to strengthen response, not just
prevention. This includes implementing
"just-in-time" reminder and crew support.
This triggers warnings and nudges to the
crew at the point of action, so insecure
actions are called out immediately
resulting in an immediate change in
behaviour. This approach can also be

set up to provide crew with onboard
guidance on simple steps to respond and
contain a cyber incident. Crew should
also be given access to 24x7 support for
cyber emergency response to minimise
the impact of any breaches as well as
24x7 support on cyber risk management.
Best practice approaches incorporate
providing crew with access to simple
guidance, reminders and nudges.

“Responsibility for incidents
has been a problem.

Crew think the master or
captain should handle it,
but sometimes the master
doesn’t have enough
knowledge and refers back

to shore-side IT. There's
a lot of back and forth,”

Allan Nganga, PhD researcher, Western
Norway University of Applied Sciences

THE NEED TO
SHARPEN ATTACK
RESPONSE

The shipowner’s response to a cyber
attack or attempted attack is highly
unpredictable and involves multiple
parties, often leading to a chaotic
response. Inefficient and indirect
communication between shore-
based IT, Security Operation Centers
(SOCs), and crew leads to delays

and mismanagement of incidents.

One major issue is the lack of clear
responsibility among stakeholders. Many
believe they have structured response
plans in place, but in practice, these
plans often fall apart under real-world
conditions. “Responsibility for incidents
has been a problem. Crew think the
master or captain should handle it, but
sometimes the master doesn’t have
enough knowledge and refers back

to shore-side IT. There's a lot of back
and forth,” said Allan Nganga, a PhD
researcher at the Western Norway
University of Applied Sciences.

The main root cause of this confusion

is the lack of visibility of information
surrounding the incident. Without
having some ability to obtain meaningful
security logs, observe system behaviour
and analyse this information, a lot of that
back and forth is wasted on simply just
understanding the status and getting
hold of some information to diagnose.

This challenge is further complicated
by the number of parties involved. One
OEM expert told us, “Most preparation
plans don't survive the first incident.
There are so many variables like who
needs to be involved, which vendors
to call, where the vessel is, that no
playbook can fully prepare you.”
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GETTING INSURED:
THE COMPLEXITY
OF INSURANCE
POLICIES AND
EXCLUSIONS

Insurance plays a critical role
in the safe and compliant
operation of a vessel.

ASSESSING VESSELS FOR
INSURANCE

Managing cyber insurance for vessels
is complex. Insurers assess vessel risk
based on factors like remote access
controls, network segmentation, crew
training, and the overall management of
critical systems with cyber resilience in
mind. 46% of insurers that participated
in our survey consider compliance

with industry cybersecurity standards
when assessing the cybersecurity

risk of a vessel for insurance

purposes. 67% ask shipowners to
demonstrate real-time monitoring

However, the issue extends beyond and incident response capabilities.
shipowners. Only 17% of charterers
report having clear processes in
place to ensure shipowners report
cybersecurity incidents that affect
them. Meanwhile, 83% strongly
agree that charterers should take
more responsibility in managing
cyber risk across the supply chain.

Access to cyber expertise on demand
can significantly impact the response.
One shipowner told us, “We rely

on third-party providers to monitor
and manage incidents. It's more
cost-effective and comprehensive
than having a single resource.”

According to insurers we spoke with,
they typically cover only incidents with
significant financial or operational
impact, such as hull or machinery
issues. Minor events like phishing

or IT fraud often go unreported.

This lack of accountability highlights
the need for greater collaboration
between shipowners, charterers, and
vendors to create realistic, adaptable
response frameworks that go beyond
theoretical plans and address the
realities of cyber risk at sea.
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EXCLUSIONS

Many cyber insurance policies

include extensive exclusions, such as
war, terrorism, or state-sponsored
attacks, which make claims difficult

to pursue. Phil Ponsford, Managing
Director at specialist insurer Astaara
Risk Management explained that
many vessels are deemed uninsurable
under traditional policies unless they
implement cyber-resilience measures,
such as robust remote access controls,
segmented networks, and comprehensive
crew training. He noted, “Many
companies treat cybersecurity as an
IT issue rather than an operational
challenge affecting the entire vessel
and crew. Cyber incidents should be
viewed as another form of equipment
failure, requiring the same level of risk
assessment and procedural planning.”

“Many companies treat
cybersecurity as an IT issue
rather than an operational
challenge affecting the
entire vessel and crew."

Phil Ponsford, Managing Director, Specialist
insurer, Astaara Risk Management

Non-compliance may also
affect a vessel owner’s
reputation, making it
harder to secure charters or
contracts. Insurers, aware

of this reputational risk,

may be more cautious in
providing coverage to vessels
perceived as lagging in
cybersecurity standards.

INSURING NON-COMPLIANT
VESSELS

Vessels that also lack E26 compliance
may struggle to qualify for specialised
cyber policies that offer broader or
more comprehensive coverage.

Insurers have to evaluate risks on

a case-by-case basis, which means
looking at individual systems,
processes, and defenses. It is not

as straightforward as relying on the
standard E26/E27 framework,” Kelly
Malynn, Product Leader Cyber Physical
Damage, MAP Risks at Beazley told
us. As a result, insurers are more
likely to provide favourable terms

on products for compliant vessels
that demonstrate a commitment to
mitigating cyber risks from the outset.

Moreover, non-compliance may also
affect a vessel owner’s reputation,
making it harder to secure charters
or contracts. Insurers, aware of

this reputational risk, may be more
cautious in providing coverage

to vessels perceived as lagging

in cybersecurity standards.

According to Malynn, as E26 and

E27 become the industry benchmark,
compliance will likely play a growing
role in determining insurability and
shaping the maritime insurance market.
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THE IMPORTANCE OF RAPID
REPORTING

A key challenge identified by
insurers is the reluctance or delay

Geopolitical uncertainty has
driven financially motivated

of shipowners in reporting claims, threat actors to become

which often hinders successful more targeted and CGUtiOUS,
outcomes. Our survey revealed that L . . .

56% of insurers believe the speed of a GVOIdlng hlgh-proflle or hlSh'

shipowner's response has a significant ”’Sk aCtiVities that COU’d
impact on the success of a claim. g
spark broader conflicts.

According to one insurer we spoke

with, crew members often detect
malware or suspicious activity but
lack the knowledge or reporting

GEOPOLITICAL

. . CONSIDERATIONS
channels to escalate issues. This can
cause risks to remain unaddressed and The evolving tactics of cybercriminals
potentially contaminate other systems. further complicates insurance.

Geopolitical uncertainty has driven
financially motivated threat actors
to become more targeted and
cautious, avoiding high-profile or
high-risk activities that could spark

5 6 o/ broader conflicts. This shift demands
O new approaches to operating and

Of insurers believe the Speed maintaining cyber-secure vessels.

of a shipowner's response

has a significant impact

on the success of a claim.
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CONNECTING THE DOTS

he shipping industry is undergoing significant changes as a
result of increased connectivity, digitalisation and a drive for

safer and more sustainable operations. Our survey data indicates
that cybercrime is an ongoing cost and concern for stakeholders.
However, the uncertainty around new regulations and stakeholder
responsibilities necessitates a new approach to cybersecurity
management - one that considers the roles and responsibilities

of every key stakeholder at each stage of the vessel’s lifecycle.

SUMMARY OF KEY FINDINGS

46 7%

of shipyards are concerned
about having the necessary

knowledge and skills to
A bigger challenge is the uncertainty .
surrounding new class requirements and des’gn and construct
their practical implications. Our data cyber-secure vessels.

suggests that shipowners may not be
as well-informed about cybersecurity

standards in their newbuilds as they
believe. While 56% of shipowners say
they are aware of and understand the

This challenge is magnified when

examining it from a shipyard'’s
new class rules, only 1 in 6 (17%) know

what to look for when taking delivery of
a vessel from a shipyard. This suggests

perspective. Only 17% say they have
adequate in-house cybersecurity
expertise, while 46% are concerned
or very concerned about having the
right knowledge and skills to design
and construct a cyber-secure vessel.

a disconnect between shipowners'
theoretical understanding of new
regulations and their ability to apply
that knowledge to ensure the vessels
they take delivery of are cyber-secure.
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Our survey data shows that the
majority of investment and focus

on cybersecurity happens during a
vessel’s operation, rather than at

the design and construction stages.
This leaves shipowners struggling to
navigate and manage the implications
of cybersecurity decisions made early
on. Retrofits and upgrades, where
possible, are costly and complex.

The lack of standardised cybersecurity
protocols across multiple vendors

and shipyards results in fragmented
security. Unlike aviation or automotive
industries, where manufacturers control
end-to-end system integration, ships
are built with components from various
suppliers, leading to interoperability
challenges. The industry is calling

out for a standard that the entire
supply chain can align to on security
requirements and protocols for sharing
cyber risk data on vessel OT systems.

Unclear cybersecurity
responsibilities throughout
a vessel’s lifecycle can
result in stakeholders
shifting blame.

Unclear cybersecurity responsibilities
throughout a vessel’s lifecycle can
result in stakeholders shifting blame.
This in turn can affect how quickly

a threat is identified and responded
to. In some cases, this may impact
the success of an insurance claim.
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Taking completely separate cybersecurity

approaches results in two sets of
security policies, technologies,
processes and skillsets. Not only does
this cause duplication and higher
costs to operate, it also raises the risk
of confusion, omission and critical
issues slipping through the cracks.

93% of crew feel underprepared

to navigate current cybersecurity
challenges and acknowledge that
they require additional training. Cyber
training is often limited to desk-based
exercises, with a lack of real-world
scenario drills. This leads to chaotic
and inefficient responses to attacks,
which can impact shipowners' ability
to file successful insurance claims.

Small-scale losses are common with
60% of respondents confirming that
they have been the target of an attack
costing less than USD $10K. These
costs are often driven by business
interruption and delay. Multiple
organisations that participated in our
research mentioned being tricked into
transferring funds, suggesting that
phishing, business email compromise,
or social engineering attacks are active
threats. While larger costs of up to
USD $500K are not as frequent as
smaller attacks, these are associated
with replacing or restoring systems.
This suggests that technical recovery
can be a significant financial burden.

93%

of crew feel underprepared
to navigate current
cybersecurity challenges

and acknowledge that they
require additional training.
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90%

of OEMs admit that

Despite acknowledging the importance Shipowners request proof

of collaboration, OEMs hesitate to .

disclose cyber incidents, discuss Of Cyb?r I’ISk management’
their approaches to managing yet sh:powners report
cybersecurity and provide access restricted access to critical
to cyber risk data of their systems.

Fear of reputational damage prevents SeCUHtY InfO rmation.
open discussions on cyber incidents.
By keeping cyber breaches quiet,
attackers are able to exploit similar

vulnerabilities across multiple fleets.

Our survey found that 90% of OEMs
admit that shipowners request proof of
cyber risk management, yet shipowners
report restricted access to critical
security information. Shipowners

are unable to carry out independent
audits leaving them unable to truly

Fear Of repUtatlonaI understand the vulnerabilities that
damage prevents open may exist in their systems and take
discussions on cyber proactive steps to mitigate them.
incidents. By keeping

cyber breaches quiet,

attackers are able to exploit

similar vulnerabilities

across multiple fleets.
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Cybersecurlty must be embedded into every phase of a vessel S
lifecycle, from deS|gn and construction to operation and
maintenance, ensuring long-term resilience against evolving

threats. The following five récommendations outline cybersecurity
priorities and suggested actions for key stakeholders.

"




Thetius - CyberOwl - HFW | The Lifecyle Dilemma 45

§3 cvecrowe  f{Fg/

Shipowners should review how

their cybersecurity approaches for

newbuilds will align with approaches
Shipowners should work for existing vessels. Consider
collaboratively with shipyards to building a plan to harmonise the
gain clarity on roles, responsibilities approaches, even if not immediately,

and approaches during the design then over a period of time.
and construct phases of a vessel.

Consider reviewing and challenging

contracts to ensure roles and

responsibilities are clearly defined.

OEMs should ramp up their roadmap
to achieving secure-by-design
principles. These principles should
not only be baked into the design
and manufacture of products, but
also link through to any maintenance
services provided across the vessel
lifecycle. Cybersecurity and the
ability to support shipowners

over the vessel lifetime is going to
increasingly become a minimum
requirement in buying decisions.

Shipyards should ramp up their
knowledge of vessel cybersecurity.
This requires expertise from a

combination of domains spanning

cybersecurity and vessel systems. Prepare to work collaboratively with

It will be difficult to build this alilperiens o deai dislees 2hg

quickly in-house, so consider demonstrate evidence of correct
’

collaborating closely with implementation at construction.

external experts and OEMs.
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02

EMBED
CYBERSECURITY
INTO THE DESIGN
PHASE

Stakeholders must adopt secure-by-

design principles to ensure vessels are

built with cybersecurity in mind from
the beginning of a vessel’s lifecycle.
Proactive integration of protective

measures from the start avoids dealing

with costly and complex upgrades
during a vessel’s operation. This
includes enabling "monitoring-by-

Stakeholders must adopt
secure-by-design principles
to ensure vessels are built
with cybersecurity in

mind from the beginning
of a vessel’s lifecycle.

Maritime stakeholders could consider
specifying a Code of Connection (CoC)
for loT and OT systems. This sets a
minimum security standard, which could
enhance cybersecurity from the design
stage. Successfully used in the defence
sector, a similar approach in shipping
could unify practices, providing clear
guidelines for secure system connections.

design" so the effectiveness of these
protective measures can be maintained
throughout the vessel lifecycle, even
as cyber attack methods evolve.

J KEY TAKEAWAYS FOR
SHIPOWNERS

() Shipowners should focus on
integrating cybersecurity into system
specifications rather than treating
it as a general IT expense. This
approach will help to align IT and OT
security measures and help to ensure
that investment in cyber-secure
technologies is not diluted across
other IT expenditures. Shipowners
should also invest in cybersecurity
at the earliest possibility. This
avoids being forced to make
decisions during the construction
or operation stage, which is
both costly and time-consuming.
Some shipyards may even refuse
to make these modifications
without extortionate fees.

O

Shipowners should

focus on integrating
cybersecurity into
innovation specifications
rather than treating it as
a general IT expense.

In addition, Shipowners should look
to invest in or appoint cybersecurity

expertise. Senior leaders must
prove they have taken every step
possible to cyber-secure their
vessels and make them seaworthy
from the initial design stage.

With 79% of shipowners
selecting vendors based on
cybersecurity standards, they
should also ask key questions of
their OEMs to assess risks and
vulnerabilities before installation.
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One approach to better
manage cybersecurity from
design is by implementing a
Code of Connection (CoC)

for loT and connected OT
systems. This establishes a
minimum security architecture
specification before a system
is allowed to be connected.

In the defence sector, this

has worked well. A similar
approach could help unify
cybersecurity practices across
the shipping industry. It sets
clear guidelines for connecting
systems securely and a clear

What cybersecurity
standards have been
followed in system design?

Can you provide
documentation detailing
known vulnerabilities of
your systems and how these
have been addressed?

What is the
cybersecurity
lifecycle plan for maintaining

security over time?

framework to enable ongoing
monitoring that these secure
connections are maintained
throughout the vessel lifecycle.

If a CoC is in place, this can
also be passed on to shipyards
during the design stage. This
allows shipyards to incorporate
cybersecurity requirements into
vessel designs from the outset,
rather than treating them as an
afterthought. The shipyard will
also play a key role in ensuring
a vessel is secure-by-design by
overseeing the integration of
technologies and equipment

How do you

monitor for supply
chain vulnerabilities and
mitigate risks from third-
party components?

Do you provide
independent
security audit reports?

How do we get
regular or continuous
visibility of the cyber
risks to your systems?

at the earliest stage. It is
worth noting that E27 already
envisages a code of connection
for compliant products.

This approach therefore

aligns practical security with

regulatory compliance.

A Code of Connection
would allow shipyards
to incorporate
cybersecurity
requirements into
vessel designs from
the outset, rather
than treating them

as an afterthought.

Do you have clear

processes for
reporting cybersecurity
incidents to shipowners
and other stakeholders?

How can | get your help
if your system is down
or affected by a cyber breach?
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7 KEY TAKEAWAYS FOR () Shipyards should work with
_' SHIPYARDS classification societies and vessel

cyber security specialists to ensure

(7} Shipyards play a critical role in compliance with cybersecurity
implementing cybersecurity and frameworks. Shipyards should
for passing E26 audits during the also work closely with OEMs
design and construction phases. to ensure all components meet

. . cybersecurity standards.
With only 17% of shipyards

confirming adequate in-house

cybersecurity expertise and 46%

stating concern about having the Shlp ya rds should work

right knowledge and skills to design Wlth CIGSSifiCGtiOn

and construct a cyber-secure . .

vessel, shipyards could benefit from societies and V€SS€I C)/bel’
developing internal expertise in E26. Security Specia[ists to

This will provide more assurance I th

to shipowners, speed up decisions ensure compliance wi

during the design process and cybersecurity frameworks.

minimise the risk of late changes.

_/ KEY TAKEAWAYS FOR OEMs could improve transparency

_l OEMS about system vulnerabilities to
help shipowners address risks

[7) OEMs should work to standardise both at design and throughout

cybersecurity measures across the lifecycle of the vessel. They

equipment and ensure E27 should also anticipate increased
compliance. They should also scrutiny from shipowners on
provide documentation and clear cybersecurity measures and be
guidelines on cybersecurity for prepared to answer key questions
shipyards and shipowners. about cybersecurity (see page 47).

) )]
D )
OEMs should work to é)—-%; - DABL/LY

standardise cybersecurity ® ©
measures across equipment
and ensure E27 compliance.

¥ IS
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03

CLEARLY
UNDERSTAND Making the right decisions
OPERATIONAL can significantly reduce the
CONSEQUENCES OF lifetime cost of managing the
DESIGN CHOICES cyber risk of the vessel and
................................. building in the flexibility for
changes as risks evolve.

As this report sets out, security choices
made at design have consequences
during operation of the vessel. Making
the right decisions can significantly
reduce the lifetime cost of managing the
cyber risk of the vessel and building in
the flexibility for changes as risks evolve.

/ KEY TAKEAWAYS FOR () Accept that changes are inevitable,
SHIPOWNERS as ships and offshore assets
are designed to last 25+ years.

D Shipowners should incorporate Decisions can be made to enable
cybersecurity expertise into future changes as equipment and
the newbuilding team. This risks evolve. Examples include
ensures the right decisions are designing in redundant cabling
made during vessel design that or implementing additional
aligns with the overall cyber network segmentation.
risk management approach.

Accept that changes are
inevitable, as ships and
offshore assets are designed
to last 25+ years.
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/ KEY TAKEAWAYS FOR
OEMS

D OEMs should start considering
how they will support shipowners

throughout the vessel lifecycle. Beyond S)/Stem harden’ng

Beyond system hardening measures, OEMs will need
measures, OEMs will need to tO make available cyber

make available cyber intrusion

detection and security monitoring intI'USion deteCtion Gnd
in order to comply with E27. security monitoring in order
OEM s should also start designing to Comply with E27.

cyber incident response processes
that facilitate collaboration

with shipowners and other key
stakeholders, like insurers, in the
event of an inevitable cyber incident.

/ KEY TAKEAWAYS FOR

Shipyards should ensure SHIPYARDS

they can appropriately () Shipyards should ensure they
fGCi”the and SUppOrt can appropriately facilitate and

support vessel handovers. This
V€55€I hGﬂdOVGI’S. includes clarity on asset and
network inventory, specifications
of the cybersecurity controls or
risk mitigation that have been
implemented in the newbuild
and any known limitations
of these mitigations.
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This report has exposed the lack
0 A of preparedness across the sector

from the shortage of secure-by-
BALANCE LEFT design products to the knowledge

WITH RIGHT OF gaps across the supply chain.
BOWTIE

This report has exposed the lack of hardening and preventative measures.
preparedness across the sector from In the meantime, not enough is being
the shortage of secure-by-design done to minimise the impact of an
products to the knowledge gaps inevitable breach, commonly known
across the supply chain. The reality is as the right side of a well-established
that it will take a while for the supply bowtie method for risk assessment.

chain to implement sufficient system

/ KEY TAKEAWAYS FOR

SHIPOWNERS . :
Shipowners should consider

() Shipowners should ensure their implementing simulated
cybersecurity investments are .
cyberattacks and surprise

balanced across preventative and
responsive. This means shipowners dl’l”S to test bOth shore
need thf: ability to moni.tor and and crew preparedness.
detect risks and anomalies, and

have the technologies, processes

and skillsets in place to respond to

them quickly to minimise losses.

Shipowners should gain practical
and contractual certainty of the
roles and responsibilities during a
cyber incident, including how OEMs
and other stakeholders will support
the shipowner in a time of crisis.

Shipowners should consider
implementing simulated

cyberattacks and surprise drills
to test both shore and crew
preparedness. One shipowner

we spoke with said it taught
them a lot about communication,
which in the event of an attack
is often compromised leading

to a chaotic response.
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J KEY TAKEAWAYS FOR
OEMS

(7) OEMs should have a transparent
dialogue with shipowners about
their capabilities, capacities and
limitations in supporting response
and recovery in the event of
an inevitable cyber incident.

By engaging in opportunities
to enhance their skills, crew
will hopefully feel more
confident and equipped to
recognise and handle cyber
threats as they arise.

7 KEY TAKEAWAYS FOR
1 INSURERS

() Insurers should assess that
shipowners are taking both

preventative measures and have the
people, processes and technologies

in place to respond to a cyber
incident. Forward-leaning insurers
are going further to support
shipowners during an incident.
For example, rapidly connecting
them with a trusted team of
emergency response specialists.

OEMs should have a
transparent dialogue with
shipowners about their
capabilities, capacities
and limitations.

J KEY TAKEAWAYS FOR

CREW

(0) Crew members must actively

participate in practical training.
By engaging in opportunities to
enhance their skills, crew will
hopefully feel more confident and
equipped to recognise and handle
cyber threats as they arise.

Forward-leaning insurers

are going further to support
shipowners during an
incident. For example, rapidly
connecting them with a
trusted team of emergency
response specialists.
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PROMOTE
COLLABORATION,
TRANSPARENCY
AND DATA SHARING

--------------------------------

A lack of shared intelligence means
that attackers can exploit similar
vulnerabilities across fleets. Some
companies fear reputational damage
and legal liability when reporting
incidents, while charterers, insurers, and
regulators lack visibility into cyber risk
exposure. The industry needs a more
collaborative and transparent approach
to cybersecurity and risk management
across the lifecycle of the vessel.

J KEY TAKEAWAYS FOR

SHIPOWNERS

() Shipowners should consider

participating in secure, anonymised
information-sharing initiatives.

O

cybersecurity obligations
with shipyards and OEMs.

They could also clarify contractual

Encouraging information
flow of cyber risks will
improve security across

the supply chain.

--------------------------------

Encouraging information flow of cyber
risks will improve security across the
supply chain. This goes well beyond just
sharing information on vulnerabilities. It
should include sharing design patterns
and risk mitigations. With a significant
skills gap in the industry, pooling
existing knowledge will be crucial.

This approach will also help ensure

that each stakeholder understands

their roles and responsibilities, and has
the necessary tools to fulfil them.

Shipowners should also
implement supplier risk
audits to ensure third-
party components do not
introduce vulnerabilities.

Shipowners should also implement
supplier risk audits to ensure
third-party components do not
introduce vulnerabilities.
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j KEY TAKEAWAYS FOR

INSURERS

(C) Insurers should mandate
standardised cybersecurity
reporting for claims processing,
ensuring transparency and
accountability. Clear reporting
requirements will help assess
risks more accurately, streamline
claim evaluations, and could
encourage shipowners to adopt
stronger cybersecurity practices.

/ KEY TAKEAWAYS FOR

~1 O0EMS

D OEMs must proactively share design

patterns, known vulnerabilities
and risk mitigations. This enables
through-life observation of

these risks, through security log
collection and security use case
monitoring and analysis. This
allows shipowners to identify risks
early and implement effective

mitigation strategies. Strengthening

collaboration and transparency
will help build trust and improve
industry-wide cyber resilience.

Additionally, OEMs should
demonstrate robust cybersecurity
risk management procedures,
ensuring that shipowners have
clear guidelines to secure their
vessels throughout their lifecycle.

OEMs should enable "monitoring-
by-design" to enable continuous
visibility of risks of their systems
as software systems and threats
evolve over the vessel lifecycle.

Clear reporting requirements
will help assess risks more
accurately, streamline claim
evaluations, and could
encourage shipowners

to adopt stronger
cybersecurity practices.

OEMs should demonstrate
robust cybersecurity risk
management procedures,
ensuring that shipowners
have clear guidelines

to secure their vessels
throughout their lifecycle.
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A shared understanding
of cybersecurity
responsibilities across
the vessel lifecycle

iS key to proactive

risk management and
long-term operational
security.
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This report is based on a combination
of primary research including one-
to-one interviews and a survey of
industry stakeholders alongside
secondary sources including
academic research, journals, and
published media. 14 interviews were
conducted with industry stakeholders
including shipowners and operators,
cybersecurity experts, and industry

suppliers at various levels of seniority.

The industry survey received
142 responses.
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